


The technology behind the products 





Chip cards used to date include the following: 


-token


-secure reloadable token


-memory


-microprocessor


-multiple application


-multiple issuer





Encryption possibilities include: 


-data on cards


-in computers


-moving from A to B is often encrypted with DES, RSA, or proprietary algorithms for special


situations





Communications between devices is possible over:


-polling


-multidrop


-multimaster


-networks on RS485


-RS232 


-I2C physical media.








Standards for chip cards


ISO 7816   Specifies the dimensions, connector locations,


           electrical specifications, the lower layer protocol format


           (bi-directional 9600 bits/s async. serial) and the format


           of some common data packets of smart cards.





	ISO 7816-1 Card physical characteristics





	ISO 7816-2 Positioning of card contacts





	ISO 7816-3 defines transmission protocol,


	the interface characters of the answer to reset, and


	the header (5 bytes) of a command.


Typical three protocols are


T=0: Asynchronous half duplex character


T=1: Asynchronous half duplex block 


T=14: Proprietary





If operating with synchronous memory card (i.e. Gemplus GPM family), the reader/writer must be capable of protocol conversion.





The more popular application oriented cards conform to the ISO Standard 7816-3 T=0 protocol


The existing ISO standard defines only the transmission protocol of the Smart Card.  The application protocol (command opcodes) is not yet internationally standardized, and might vary from one application to another across products from different vendors.  This is in fact the motivation for the SA Smart Card Application Builder.  These PC based reader/card management systems enable developers to work with a high level operation command structure without concern for card or reader level implementation of the commands.











